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Taking a Risk-Based Approach to Compliance
By Kevin K. Watson

Taking a proactive risk-based approach to compliance demonstrates wise, cost-effective
bank management. However, considering all potential compliance events is a monumental
task. This column will explain how to zero in on compliance risk by developing a compliance
risk assessment.

In most cases when a risk based approach is required, we like to trot out our trusty
spreadsheet software and create a model to help us. A scaled down sample compliance risk
assessment is included here in Exhibit 1 for your reference. Feel free to tinker with the
model until it looks and feels the way you want it to.
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Generally our approach is to begin on the left with a column containing the risk categories.
In the case of compliance that would be all of the regulations applicable to your institution,
such as Regulation A, B, C and so on. Besides the alphabet regulations, you should include
the various federal Acts such as BSA, CRA as well as applicable state laws. For example, the
California Financial Code has its own requirements for insider activities, information
security, and predatory lending. You might also include some regulatory hotspots like ALLL



and CRE Concentration. Don’t forget the Federal Trade Commission’s Unfair or Deceptive
Practices.

The next step is to rank the importance of these compliance categories. To do this, you
need some information. We suggest you capture some of this in a column you can call
Notes, Activity Levels, Risk Drivers or some such name. For each regulation, include
information that would impact the risk, such as number of transactions, management or
staff changes, previous examination or audit criticisms, regulatory hot spot trends, new
regulatory guidelines, or other pertinent information that would help you to quantify the
risk.

In order to rank your various compliance categories, you will need a rating system. We like
to use at least a three point system of low, medium or high. The best practice is to consider
both the likelihood that a risk event occurs as well as the impact if it actually does occur.
Even if the likelihood that you will have a compliance error is great, if the impact is small,
few people care and the category should be assigned a low risk rating. Our preferred
approach is to assess the impact and likelihood as low, medium, or high for each category.
Then you can convert from a Risk Score Matrix (Exhibit 2) to an overall score. 7s, 8s, and
9s are considered high risk, while 1s, 2s, and 3s are considered low. Of course, a9 is
riskier than an 8.
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Now that you have assigned a risk rating to each compliance category, you can sort to
determine those categories with the highest risk and then plan your compliance strategy
and budget accordingly. Another helpful technique is to add a column describing the
mitigating controls, action items, or other risk management activities that you will
implement in order to bring the high inherent risk down to an acceptable level of residual
(remaining) risk. In many instances, you can never achieve a zero risk. Also, some times
the cost to mitigate a risk is simply too high and you need to make the decision to either
accept a higher residual risk or totally discontinue offering that particular product or
service.

You can make good use out of your compliance risk assessment by reviewing it at
management compliance meetings as well as certain board meetings, especially the Audit
Committee. Also, most certainly show it to your auditors and examiners. We realize the
compliance risk assessment involves a large degree of subjectivity. None-the-less, it allows
you to clearly tell a high risk from a low risk, it costs little to maintain, and may it save you
some compliance embarrassments as well as some risk management dollars.
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